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Abstract: Intrusion detection can actively identify Internet of things (IoT) traffic attacks, which is an important mea-
sure to maintain [oT security. Therefore, multiscale residual temporal convolutional networks-based intrusion detec-
tion model (MRID) was proposed. In MRID, a multiscale residual temporal convolutional module was utilized to en-
hance the network capability in learning spatiotemporal representations. An improved traffic attention mechanism was
introduced to estimate the importance score that helps the model to concentrate on important information during lean-
ing. The proposed MRID was easily integrated into a fog-enabled IoT to offer efficient real-time intrusion detection.

Finally, empirical evaluations on two recent datasets (CICIDS2017 and CSE-CIC-IDS2018) were conducted, demon-

Wi HHA: 2024-11-10; 1EEIHHA: 2025-02-14

EEWH: WA TREBOCHRIH (No.232102210200): i FE 44 i %242 B S AHIH - (No.23B520036)
Foundation Items: The Key Scientific and Technological Research Project of Henan Provincial Department of Science and Technology
(No. 232102210200), The Key Scientific Research Project of Henan Provincial Colleges and Universities (N0.23B520036)



+ 165 -

BERNE 2025 FE 41

strating that MRID improved the efficiency of intrusion detection and increased the robustness of model while main-

taining computational efficiency.

Key words: 10T, intrusion detection model, temporal convolutional network, multiscale residual, attention mechanism
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