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Abstract: The intrusion detection system (IDS) as a core component of IoT security defense, was directly impacted
in its performance, which in turn affected the overall security of the network. However, the imbalanced distribution
of class samples in intrusion detection datasets is found to reduce the detection performance of IDS for minority
class samples. To address this issue, a dynamical class-weighted-based convolutional neural network intrusion detec-
tion (DCID) model was proposed. The DCID model utilized a one-dimensional convolutional neural network (1-D
CNN) structure and introduced a dynamical class-weighted loss function, enabling the DCID model to not only

maintain high detection performance for majority class samples but also significantly enhance the detection capability
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for minority class samples. To validate the effectiveness of the DCID model, experiments were conducted using

the CICIDS 2017 dataset. The experimental results demonstrate that, compared to typical machine learning models,

the DCID model exhibites significant advantages in terms of precision, recall, and F1-score. Additionally, the de-

tection performance of the DCID model under different loss functions was compared, and the results indicated

that the dynamical class-weighted loss function effectively improved the detection performance for minority class

samples.

Key words: intrusion detection system, imbalanced class distribution, convolution neural network, loss function,
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