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Physical layer security of modify-and-forward cooperative
NOMA system based on hardware impairments
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Abstract: In the view of poor physical layer security (PLS) performance of decode-and-forward (DF) cooperative non-
orthogonal multiple access (NOMA) systems and the problem of hardware impairments in actual transceiver devices, a
PLS model for a modify-and-forward (MF) cooperative NOMA system was proposed. In this model, hardware impair-
ments exist in the transmitting and receiving devices of both legitimate and eavesdropping users in a multi-
eavesdropping scenario. The transmit antenna selection (TAS) technique is employed at the transmitter to improve its
PLS performance over the Nakagami-m fading channel. The approximate expressions for the secure outage probabil-

ity, asymptotic secure outage probability, and strictly positive secrecy capacity of the MF-NOMA system with TAS
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were derived by using the Gaussian-Chebyshev quadrature theorem. The numerical calculation results of the secure

outage probability and strictly positive secrecy capacity of the MF-NOMA system were consistent with the simulation

results. The results show that under the same hardware impairments, the PLS performance of the MF-NOMA system

outperforms that of the DF-NOMA system. The more transmit antennas of the base station has, the fewer eavesdrop-

pers exist, the better the PLS performance of MF-NOMA system is. The degree of degradation of the MF-NOMA s

PLS performance caused by hardware impairments is mainly related to each hardware impairment coefficient and the

average signal-to-noise ratio of each link, and varies depending on the node where the hardware impairment is located.
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