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ture selection of the dataset. Subsequently, the hybrid RENN-BorderlineSMOTE sampling algorithm was applied to

address the category imbalance in the dataset by under-sampling and over-sampling specific categories of data. Fi-

nally, the optimal combination was filtered from multiple base classifiers based on Generalization Diversity and inte-

grated into the dynamic integration framework KNORAE to combine the advantages of multiple base classifiers. The

model was validated on the CIC-IDS2017 dataset, which confirmed the superiority of the model in network traffic

detection.

Key words: intrusion detection, class imbalanced, ensemble learning, mixed sampling
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BT UL EJUAN A, ASCER T — D AR I AR
R, ¥ 5 F) ] Powershap 42 1E 2 14 70 4y 50 A AH
RIRFAE,  DASEIUG HOHE i 45 B2 1) FEAIC, ke T
YEFETAME, IR ALIS AT SNk sl 4
RESEOF . ARG R E R g i 4l (repeated ed-
ited nearest neighbours, RENN) PIf1ij 74 i />
Ik R AEHR  (border line synthetic minority
oversampling technique, BorderlineSMOTE) '
ITIRG KA, T 0 I i B 4R (1) 28 00 e B
AT R . B, ORI H AR ) SR AR A
HF K i AR 1 AT Oracle 1 75 ¥ (k-nearest-
oracles-eliminate, KNORAE) Mrfis [X 437 8 2%
B, A T AL G A S Y e 5
U 45 22 MBI (R A 4 R 4R TH B AR A ) A
DA Ao #0045 XUBS: . 7E CIC-1IDS2017 %4 & E
BEAT T S5 DUSGE P S B AL i 1t e, SR 3R
RSP HRAR Y A B R WU 1 R

1 EF Powershap #I'R & RHEMENT&E
RN RS

1.1 Powershap 4F{EiEF &%

Powershap 512 J& — R #0060 3% 2% Rr AiE 1%
BTk, A E TG RN Shapley {8 K R
A VR N 0 AR TN AT S 3 S AR . 1%
FEEET OB R, 5 BEALAE B R AR AH
b, & A 8UE B R AR T 25 5 ) 82 v 58
K. Powershap i 2 T EH M fEREZH
FERZ O A

TEfRRR LA, Sl I AN | B BE ML 775
ZAMEETE BIGZAEA, B0 TEAE
— AN B BENURFAE LA KT SR AR AR, 3X B
BURFAE A R — AN vk F R 5 S BRRRE 2R AT B
o X BRI H B2 F A Shapley {8 K fif B+
A AN R R REANRRAE ISP Y R, AT PR A
IE B e 80 o B ANRFAE 1) Shapley {H ) 48 X {5
B85, R BNRRHER ST . X — i R

FEANFEHEAR P ER, AR AL A R R B LR E
GUEAE/ TR

TERZO A, 4 BN RFE R R DGR AR
SF38 g2, AT LK 5 %0 Powershap ZH 4
BEMLARFE B S2 e AT LU, 1@ iX R 7%, Pow-
ershap 52 B8 05 47 240 K B ARFAIE Hh i aze HH O A5
RYFRIAT 52 ot P S M () GG RR AR, AT 2 i 1 2
1) fifp R R L 1 e . X AR b AE I S (D P
E AL E AT B, KB & TRHME
[11°F- 15 Shapley 18 £ 2H 55 BE A LAFAIE 52 1 1) B

P(s.x)=>" 7M(xn> s1)

Horp, s RORFEARHELE 2 UOEARH 1 33 Shap-
ley (U, i ZRIBANRE, xRORBAME, MK
RN BRI S B X TR AR T 3
Shap {H 1AL 4L

Powershap LT 2 € 2 NS, il
PR B E o FTEAR IR B 1. o T4 7 B0 i%
PIRTE, T o F T 58 5 AOE 52 W0 11 32 35 PR AKF
Powershap it f7 7€ H a2, H B zUEE B 3h i
EIRAIREL, TR TP Fae . A%
BT

SRR A1 - B, FHR VAl 8 R B
CRPRE 2 UK E B IE AR 1 0 AR5 BRRIE) R
J1, Hor g R (false negative, FN) F
o B Q) HERNEAEA R G A 5 i P
B a, FARFFOAERE AR IRPRIC A 3 5200 (1 RF1E
M. RGN IR R D, WATRE s
AR o AR p A HIL R 50, 5 200 H
SERATAME . gt IR HL )
Tl A 56 73 A1 Hy 1 2 AR A bR F RAHSL, o
Ho R BENLRFE 20 43 A, Hy R s 40 W )
FHIESZI0 53 AT o

(D

a(x)=Fp,(x) 2

power(a)=Fy, (Fi (@) 3
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1.2 RENN-BorderlineSMOTE R & R &%

fide DA AN 1) 073 32 A D 2 B
AHE, RIXT 2 B ER AT R ARG n /2
REEALE, B EER B L BT I RAF X P Al
BREE T ARG G 2 PR 755 B A 3
2 RENN-BorderlineSMOTE i & R Ff J7i%, Bk
R ThE A B A FH O SRR D V2 AT B B N TU AR R
T SG I 400 AR, DA R B 4y A A A B
HR BRSO, W 7 B FH Rk
77T e 5 OB S A I E RS B E I
A o

Wilson 25" Y T 4 8 56348 (edited near-
est neighbours, ENN) 5%k, ENNEEFH—4
FEA R R FEAS 1 2 501 73 A 17 LR 0 B #E 4T 4k
B, R R 5 2 B AT REA S A — B
REA . B, BWoEiEAreAEE NS, B
L 5 2 /b AN AR FEA R AN R IR A K e R B
BP0 E K A 5 HLA AT A AR S AH [R] i) A #h T
3, WEEMEASWREER, AR HAMFEA AT £
fF. ENNEZREEWE PR, @2 k08 H
ENN 5k, T RAgE— B BRI A REA, X PP 7%
PR B Bl (RENN) JCRFEREL.

1

E1 ENNHZRERE

BorderlineSMOTE %1% & 1£ 18 i ) & & ke
ARIGIN D BERBEAR I HE, EX SMOTE &%
AT 7. SMOTE 5k 1A 2 /2 B 2% 1 2
HERBEAR Z AT R, BIRAE D HERIEA
FORATREA 2 A BEAT BE ML VRSB, 4 A FIREA

o5 BT 2, T S o T3 e
S IR A T 75 5 4 R

BorderlineSMOTE 57525 121 5 B A< 1 3 25 40
AT B, 44 7 B G SMOTE 5% b il
RREAS B, 786005 B R A, B4
7 SMOTE 515t 2 2 o o 26 TR 2 ST REAS
£ BorderlineSMOTE 5051, 15 T g M T 73 119
LHFREASER D HEREALE, 3 T T A
FE A x, SR 0 AN ATRE A, S0
R DR A RSO A ke k= ko TR x; 0
%ﬁ,$MEﬁﬁ¢o%§<h¢,wmm%ﬁ
W i, 45 LIS 4 D IR D R I R A A ST
SMOTE S8 17 B HE A AR 20<ki< &,
WL x; H9% % 5, AT AT 1F . BorderlineS-
MOTE i 3 B AR R B W E2 i, K2
k=5,

Y

f
2 BorderlineSMOTE 1 3 BRE AR &

2 1 /] RENN-BorderlineSMOTE V& % %A 7
8 S F F RENN B0 25 BB D Bk 2 A 26
R RE 2 REAS, 8 )5 #1 A BorderlineSMOTE i
VAR LR B 2 BRI IRE AR, LA S
PA S T T BRI 7S DL S SR O 20 AN
187 11 ) 2
1.3 FHIEEMEE—KNORAE

A G0 0 25 B8 BUAE HEAT 40 R I, 3%
— AN E R RS, AR AR A I E
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R, EME NS RERINERR
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iN PR RDBHEANIME, LRSS HITH
GD ERIE 7 KA EE, W™ LRk E ON:

Elefpi
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GDEAITEE MM 0E] 1. GDENONFE RS
550 U FE 73 SR AR TE T A FEA LI 70 K88 R 58 4
HIE, BIZ 55X 3o K88 2 (B 257 T
GDHIAF| 1 B}, RIS ST M=
FEA PRI S5 RA AT BE RN T, BDZ 5 X
Feor R A 2 ik B fok .

GD=1- €Y

2 SIER

SIS REAE RS : Windows 11 BE RS, @
J# ¥ S {& (advanced micro devices, AMD) Ry-
zen 7 5800 H with Radeon Graphics 1 K 4b #i 2%
(central processing unit, CPU), 16 GB W17, &
f3R55: Python3.9.
2.1 HiRSKERER

Sharafaldin 2£'"* 61 4 ) CIC-IDS2017 ¥ 4# 4
Fee N A& ar il AU AT 5 1) P e 5 . B AR R )
MERMAFE R (BENIGN). Web Bidi (Web
Attack) . DoS X\ ¥ 14944 (Sniffing) Hriki .
% 7] (Brute-Force) HM(ifi. & A @i (Infiltra-
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tion) Hrii. B4 (Botnets) ittt 7 FpiiE
FAY, ARSOOHAREAZE  E 3 4 B 6:22 1) EL 451
BEATBENLRI > G AT & IE ORI . 38
UESERIASE, CIC-IDS2017 HyiE b/ fi WK 1.
2.2 HWIMRIE

J T Powershap FIE & K AE B 52 AR
o ALY AL DL P RR, R SR A R ] 3
P o

v
[ |

1
Witk |

WAL

| RENN-BorderlineSMOTE & A% |

3 AL R A

(D BT T HERIBE e bR g AR 19—
e K& HHRRME. LHE. NanfEHIFER
Lbro Bbr (s BN ESUE, UET2RE
LA GRANT o R SUE R AR AT Ak,

THERL N ZR S5 o A SCAdE Y min-max J9— 0K
Ky 5 I BUE YR AR B4 210, 1TV Bl N o B
Featat 50N

r— X7 Vmin

X

&)

Xmax ~ Xmin

Hr, x' Roatx AT I A E R B A5 R
x RIRFE IR ) Xmax 78 1ZHFAE J& PEAE Y
RRAE, Xin TN 1ZRHIE B VEAE P 0 B /ME

(2) X HHE L AT AL B 5, K HE R
T 1FRRIS NINGSE . BAE4E. DR, Kl
Z54 5] X\ Powershap AT REAE i -

(3) A RIEE G, BRI &R H
RENN-BorderlineSMOTE & & 5K FE 5 125 4b B 1 5
Kb 28 AP 00 1) 8. S ) RENN B92:56)
Infiltration 8 2 42 7l IR 4 A 3E 4T B SR A AL 2
b8 J= F | ] BorderlineSMOTE #7.%: %} % BENIGN
KA BAMFEARAT IS RFEALE, FHRERf
AR ERAE S5 5 20 2 8] 1 L) S SR A T AR A
FRFE G TR R R R A B T IR A
KW HE, P[RR ERN AN, IR E R
AT B b L2 2, RS ISR T
LRI S5

(4) FIFNGENG 10D, £TE
ATTRRTASTIN 12 BB AR 22 REPE R AR I HE A 3 28 3R 4.

(5) MEARUREE, IRk AR 7 R 2R 2 AR Ak
B 5h 254 HE 22 KNORAE H k47 93 2%

RN,
Je i S MRAE A 70 2885

%1 CIC-IDS2017 HiIBES
o NS LTS M
¥k Lt W 227]] ey Ea17]

BENIGN 1362 791 80.32% 454 264 80.32% 454 264 80.32%
Web Attack 1308 0.07% 436 0.08% 436 0.08%
DoS 227 849 13.43% 75 949 13.43% 75 949 13.43%
Sniffing 95282 5.62% 31761 5.62% 31761 5.62%
Brute-Force 8299 0.49% 2767 0.49% 2766 0.49%
Infiltration 22 0.001% 7 0.001% 7 0.001%
Botnets 1174 0.07% 391 0.07% 391 0.07%
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F2 NGEEREFRTEHIERLL

. FRFEHT HRAEA
Ho BRI Ko EA17)

BENIGN 1362791 80.32% 1355801  50.00%
Web Attack 1308 0.07% 5311 0.20%
DoS 227849  13.43% 925087 34.12%
Sniffing 95 282 5.62% 386853 14.27%
Brute-Force 8299 0.49% 33 695 1.24%
Infiltration 22 0.001% 89 0.003%
Botnets 1174 0.07% 4767 0.18%

2.3 iTNERR

AR 4 A PR 48 3 SR B8 I T SR AR ) 4
B, R R (Accuracy) « A [H R (Re-
calD. 1% (Precision). F1{H (Fl-score). A&
ETEERbR R (60 ~0 (9 FiR.

HERZR: 7 R R IEFIAE AR 5 A
AP, — TR N R A DI R 4 ik
PEREFIFEDS o

TP+TN
TP+FP+TN+FN

A E . op AR BT IR 3 — 20 I8R5
PR EERI LS.

Recall =

Accuracy = (6)

TP
TP+FN

R 70 R IR IR R — 2 B
W AR BN AIZ I 1B i LAl
TP

YD)

Precision= TP FP ()
FLAE: 7 SRR A R LT S84
F1 —score=2 x Precision x Recall )

Precision + Recall
Horp, EFHME (true positive, TP) Ko AR E
e, AL IER AL JE T2 B AT 1% 2K
MIFEASE; HIAM (true negative, TN) KIR
T HEAMRRE S, B IE A E T2
FEA TR A J& T % K e AR R (B PE
(false positive, FP) FRIRTRMIFEASJE T HEAN K51,
{HSEPR EREARTEAE T A AR AR S R

P (false negative, FN) Tl —MFEAAE T-HA
), AHSEPR EAEAR TSR A S .

XN, AR, FHER.
AR ZA PR S, BT R AR A A2
For 1% RERR LT -
2.4 EIFMER

2 58 KRR 03 2R A% (R PN T B A AL
PEREE S B R EEMIEN, RN ERS 5
RN B —JE 03 SR AR A A6 T A U 4 e
H 5 HAZ 5L 2 B F L5y KA 2 W BA
BRI ZE T . AR 2 B AN 5] B U1 0 i 2R 3 e Y
10 M 2R K88 T ik, & 2570 2K 48 1E CIC-
IDS2017 #idla 4k E AP RE AR 3.

=3 BHSLBAECIC-IDS2017 HiRE FHIMEE

HoyREG METE GRS g F1{8
Adaboost 78.61% 73.64% 78.61% 75.97%
DT 99.89% 99.89% 99.89% 99.89%
ET 99.88% 99.87% 99.88% 99.87%
GNB 38.21% 89.73% 38.21% 46.03%
GBDT 99.36% 99.36% 99.36% 99.33%
LR 87.95% 91.20% 87.95% 88.56%
MLP 96.76% 97.12% 96.76% 96.82%
RF 99.78% 99.79% 99.78% 99.78%
LGBM 98.41% 98.41% 98.41% 98.40%
KNN 99.23% 99.25% 99.23% 99.24%

H#& 3" LA, Adaboost. GNB. LRIX 34
B Or R AR M HER AR T HoAth 7 0 88, IR H
HARBWRIM RN BB HR T A K2, Mtk
F% Adaboost. GNB. LRiX 3 N3tk s H4
B T DT IPERER I, Wik Seis I DT /E Ny
Z 5L A K. Bk, fREDT. ET.
GBDT. MLP. RF. LGBM. KNNiX 7 /442
S AE N T TR EE 3 A % AN R R 7y SR A% 2 ) 22 S
JIT A4 53 2525

AR 2T, AMUERIES 5 R R 5
REFMIMEREELLT, R EPTIRS 58I
YA R ZE S FERK o AN 43 K28 R A
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[F 77 2O B AT IO, AT, TR
IERMAZX— R, H1NES RSN LI
Tl RAR AR, DRI 22 e FE ORI 2 4
RASHAT R, AR T 52T 52 B A (i s ) 44
Ao HREDRBNAIMGDIENGES, BN T 71
pae s vl 110 2 = e

x4 BESAF[ZERGDE

HOyHAE ET GBDT  MLP RF LGBM  KNN
DT 0266  0.790 0954 0.547 0912 0.798

ET — 0.794 0949 0.547  0.898 0.752
GBDT — — 0.739 0513 0.728 0.861
MLP — - - 0.876  0.743 0.738

RF — — — — 0.878 0.839
LGBM — — — — — 0.908

&4 TLLEH, L9 MLP. LGBM 5 DT
ZIEHT 2R, BIEIE S HERK,
REMS U7 4h 78 DT AN 2, # iU MLP. LGBM
VE RN AT ) R 3 2K 4% . ET 5 DT ZIE )
MEZREERUN, BIEATZ MM ZE TR, MORE
WETZ 5% M. KNN5LGBM % 5K, (H
5 MLP £ 7 8N, MA KR . RF 5 MLP,
LGBM Z [AI[]” X Z FEME AR, BARF 5 DT
AR X2 FEERUN, AR — 2 R By R
B RBERIE, HRHRIESRENAL,
U B RF A 2 OB AY 1 B 4y 26 85

Zi FRTIR, &% DT. MLP. RF. LGBM
VE B RS (1) 73 25 3%

25 SLWHERS5HR
2.5.1 EK-F#H7 kst

4 7 4 RENN-BorderlineSMOTE %5 & % #f
RSB REA R REI, AR SC¥ T —4H Bor-
derlineSMOTE. H i& B & B FE (adaptive syn-
thetic sampling, ADASYN). =& 445 i T 4F I
3 TR A B 5 A ST T AR 4% A SR LI (R0 b s
5. S48 b RENN 5% i 1% & sampling_strategy
A not minority, max_iter A 200, RSN ER

NE, BorderlineSMOTE % 7% ' random_state
0, sampling_strategy 15 & 3K 2 H 5K AT 5 Il 2k
R LIBEARLLH], HRZHOVEINE.

KAETTER A L LS, EWER TA
[Fi L SR A BVA7E CIC-1DS2017 B 4 h A7 £ dis
S R B A I RE AT DU BIEHER L RS
% . A%, F1{4 I RENN-BorderlineSMOTE
M2 B35 O B BF, X — 3L R R ] RENN-
BorderlineSMOTE £ K FEIF, G819 TG 842 =
I3 R AR RE

®"5  RAEETERMIERILL

KFESE iipe RS HlElZ Fl{i
B-SMOTE ~ 99.842%  99.841%  99.842%  99.818%
ADASYN  99.832%  99.833%  99.832%  99.810%
RENN 99.892%  99.890%  99.892%  99.889%
AR 99.900%  99.899%  99.900%  99.899%

252 HFAELEAFAG LA

ARSCREAT T AT TR % R 10 5 LG S 56 LSRG IE
JIT FRFAE 3 3% 0 VR P AR AR 1 BB () B2, A5 TCARRAIE
PRI LR WK 6, A TCRFIE I A AL 25
i E) S5 e G B 4 ffroR o R AR BUE SRR AE R 78,
SRHEIERE S, FRE4EEIE S 13, BFHEEEE
RFIESCE B 50D

TEHHIE
By

AL
e

1 1 1 | | | |
0 100002000030 00040 00050000 60 000 70 000 80 000
FERI I 1)/

B4 A TR BRI S5 ]
MF6 AT LLE t, 2ol Rk 35 R Y

MIPERE R L IR FE S 4F, U] 7RI B
PR A1 REA 6 B9 B TR
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*6 ABAILFHEERIBIELLE
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