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Abstract: Log anomaly detection and fault association rule mining are critical components in modern system opera-
tion and maintenance, as well as fault diagnosis, playing a significant role in enhancing system reliability and reduc-
ing operational costs. To address the challenges posed by the increasing complexity and scale of systems, which tradi-

tional manual monitoring methods struggle to handle, a deep learning-based method for mining association rules from
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communication network logs was proposed. The method first extracted key information such as host IP addresses,
timestamps, and fault types from communication network logs. Subsequently, it integrated multiple classic association
rule algorithms to generate association rule labels, constructing a dataset and label set for the deep learning network.
Subsequently, a hierarchical learning mechanism was introduced, and an efficient deep learning model was designed
to train on the constructed dataset, resulting in a specialized deep learning network model for mining association rela-
tionships among communication network fault events. The experimental outcomes derived from the comprehensive
GAIA log dataset underscore the pronounced superiority of the proposed method. It achieved an accuracy of 64.2%,
representing a considerable enhancement of 190.5% over the FP-Growth algorithm’ s performance of 22.1%, 46.9%
over the Eclat algorithm’s 43.7%, and 70.7% over Quant Matrix Miner’s 37.6%. With respect to operational time, the
method exhibited remarkable speed, requiring only 11 seconds for execution, thereby outpacing the FP-Growth algo-
rithm by 138.2% and the graph neural network (GNN) by 195.0%, while maintaining a comparable processing veloc-
ity to the Apriori algorithm. Furthermore, the method demonstrated a well-balanced performance in key metrics in-

cluding support (0.42) and confidence (0.75). This method provides a new tool for the intelligent mining of fault event

HIERIE 2025 45 12 #

association rules, offering practical value and promising application prospects.

Key words: log, computer network, anomaly detection, association rule mining, deep learning, GPT network
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