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Abstract: With the rapid development of the low-altitude economy, unmanned aerial vehicle (UAV) has been widely
used in areas such as environmental monitoring, emergency rescue, and logistics delivery. As UAV increasingly en-
gage in data collection and processing, the demand for privacy protection in such scenarios has become increasingly

prominent. To address this issue, federated learning combined with homomorphic encryption has been adopted to en-
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hance data security. However, under the constraints of limited computational and communication resources on UAV,
the high resource overhead of such approaches becomes a major bottleneck for practical deployment. To this end, a se-
lective homomorphic encryption scheme for privacy protection tailored to UAV scenarios was proposed. After each
round of local training, the client evaluates the importance of model parameters based on gradient sensitivity was
evaluated by client, and within the given communication and energy budget, dynamically a subset of parameters was
selected with the highest “privacy gain” for encryption via a heuristic greedy algorithm. The scheme was imple-
mented within a federated learning framework and simulated using the CKKS homomorphic encryption library. Ex-
periments were conducted on the CIFAR-10 dataset using the SimpleCNN model, comparing five schemes: no encryp-
tion, full encryption, fixed-ratio MaskCrypt, DP-AvgFed scheme and the proposed dynamic budget scheme. Results
show that the proposed method achieves a balanced trade-off between resource consumption and security. Compared

to MaskCrypt, it achieves comparable privacy protection with approximately 10% lower resource overhead, demon-
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strating its feasibility and effectiveness in resource-constrained UAV scenarios.

Key words: UAV, federated learning, homomorphic encryption, MaskCrypt method
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