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mance in distributed denial of service (DDoS) attack detection within software-defined networks (SDN), a systematic
detection framework was proposed. Firstly, traffic characterization method integrateing dual-granularity information
at both flow-level and packet-level was introduced to extract key features of various attack behaviors at multiple
scales, thereby enhancing the completeness of traffic representation. Then, a lightweight detection model named DD-
oSMamba, based on the Mamba architecture, was constructed. By leveraging state space modeling and global recep-
tive field mechanisms, the model reduced computational and memory overhead during sequence modeling. A bidirec-
tional information interaction mechanism was introduced to enhance contextual modeling, while low-rank approxima-
tion and subspace feature decomposition strategies were employed to significantly compress parameter size and infer-
ence cost. Finally, a two-stage DDoS attack detection method was designed. In the first stage, Tsallis entropy was
used to perform rapid filtering based on coarse-grained features, effectively eliminating a large amount of benign traf-
fic. In the second stage, fine-grained features were used for high-precision classification, achieving a balance between
fast response and accurate detection. Experiments conducted on the CIC-IDS2019 dataset demonstrate that the pro-

posed method achieves 99.96% and 99.93% detection accuracy for binary and multi-class classification tasks, respec-

tively, with an average inference latency of only 0.067 2 ms and a model size as low as 4.553 8 KB.

Key words: SDN, DDoS attack detection, traffic representation, two-stage detection and classification
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RORWAER Iy RN TR IFEALL, FP R IEHHE I%
RN IER M FORE AR, PN R IR b 4 1% 2
NI IERE AL
3.2 HE&EHA

CIC-DD0S2019 4 £ 1 Jy W 4 22 4 U )
BOBHEAE, BN RN 45 % 2 57 (Canadian
Institute for Cybersecurity, CIC) 5 HiAfie i v K
FHCA M R S m I A, 12 F B S DDoS
Yy (40 SYN Flood. SSDP 8 %) AIEH i
&, EERMGIE AR HEE R T Bk 3 Oyt IR
IP Mtk I FH S 5 iR 25 2 v I 52 5 3 I AT R
FRAE. SR KR UL PCAP M RAF M, SRR T
W 2% J2 2 B JZ I B S SaE B, SCRFAH
WL FE IR & AR AT S AT A . AR SO S B AR
Scapy f#HT 546 PCAP SCAF, % PCAP SCAEH )
UK 7B (IP#ihk. HTTP URL. MAC #iht) i
177 B4 AL B
3.3 IRBEBSHIR
3.3.1 Tsallis & M54k g

XF 6 Ad F AN A Tsallis @Y 240 H (0, 0.5,
1, 1.5, 2) W, Tsallis 0 B B A 0 20
HARSIS AR R 1.

F1 TE Tsallis M S ML R

g8 Accuracy Recall FI{H FERS /ms
0 0.852 2 0.921 2 0.906 8 0.023 3
0.5 0.887 3 0.9453 0.928 6 0.022 5
1 0.938 8 0.972 2 0.960 5 0.021 7
1.5 0.996 9 1.000 0 0.996 4 0.020 5
2 0.996 5 1.000 0 0.997 7 0.017 2

S AERE I, BARY =15, Tsallis Fifs
MIER T HOZ A AR, HAEMEE R
e, (EAFRRER . M2, Hg=2iHH

KEFE 2, HAHR E AR T 0.017 2 ms/
% . 1 Tsallis A I BT B BEvk i, AIRFERS 2 5%
HHM, WIRARGRE IR N, Fit, EHE
Tsallis {51 2450 g~ 2.
332 BEATKAfOCLK

BEXS AN [F TR K A B, A
DDoS 73 A5 H IR IAFEZE R . W E LI/
AFERERNKEE (64 byte. 128 byte. 256 byte.
384 byte. 512 byte) HE (M1F[108) M4
BT RUER R RS, S R E 8 B
No WHRZERK W], BTN 256 byte I, 15
B AERPEAE 2 AR S R AR, L2
MM EECY S, SRR LRIR . X2
K 3% — e B Re W SR A 7 R i & A5 B Rl
MOBERTURME BTN M2 R, HkKEN
64 byte i, HTILEIR LSRRG R, Hok
TER ARG AT N 512 byte F1384 byte
B, BAREEEZREEE, HEZMIRERR
MRS T 23 SRR

100%

90% -

80% |~

N i
g n g
£ 709}

—o— 64 byte
-o-- 128 byte
60% | —A— 256 byte
=<+ 384 byte
512 byte

50%

? * i A 10

B8 I A R RSO A T W R AR 38
333 AEHT K NFEsHERK

TR H N S PR E T B
B {E R R SR, SEER I T B R
(20~70s) HHK (5~15s) HIZFLLE TR
RIBA, R WE 9 fR.

SHR LR RM, BEAE RGO, Al
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REAPHRTT . XN K E H Aels )R] e e
Wi A CnkR4E 30~50 s itz o), M
$E SRR (e R AE A SRAE T S AR I 4
B, BRI BEM T ER . tehh, e w
T, B KBNMER S8R . X R RN Kl
Ao vy B R R I R AR B B PR 3R, TR
AR 0 BN S B R AR 2 WU 2 B 1
H, RE SRR TS E TR B RIS
BAHET60 s & H+5 s B, ZBCE P 1Al
AERR PR AR SRR KR, AR T 1252 A SE IR T
P RES SEILXT DDoS Z i ) RR A o

=%K5s — K5 sKI I 1A
P K10s - 210 KR I ]
mm K 15s K15 sK ]

100% 0.030
90% 0.025
80% ’

70% 0.020 o

60% ,§,
& 50% 0.015%
£ 40% z

0%, 0.010

20% 0.005

10%

0=320s 30s 40s 50s 60s 70s 0
[Z1EEAN
B9 ASE T S T R AR

3.4 WP Ex DDoS MM 43 HK 75 A LI
341 RMBA K FEE

IS UE XL B A 2, et 1R B sk
5. MAHKWBRENN.

M1: X5 Tsallis R R B .

M2: ¥4 DDoSMamba £l B o

M3: XU B o

DDoS By kil 45 5 W22 2, DDoS Bifi 732K
SR W3, LIRS RY], X Bl (M3)
HJ Accuracy~ Recall F1 F1 {8 48 A5 240 T 5B BT
% (ML, M2),  H A DB AH E M2 B 2 FEAIC .
X A PK T Tsallis A ar il B B RE % PR 38 i i 1E
W, {8 DDoSMamba 43 S5 AT %6} i i

JR S R (TALE, TR T A H 556 41
FHI

#2 DDoSKH#a LR

ik Accuracy Recall F11{H FERS /ms
M1 0.766 5 1.000 0 0.903 3 0.022 2
M2 0.998 3 0.998 4 0.998 3 0.102 3
M3 0.999 6 1.000 0 0.999 2 0.062 4
#3 DDoSKEHEHLER
ik Accuracy Recall F11H FERS /ms
M2 0.997 3 0.998 4 0.998 2 0.1322
M3 0.999 3 1.000 0 0.999 3 0.067 2

342 HEFE

NESE DDoSMamba B Ny 73 B A AL
P, #£ DDoS Bt &4y FAT55 % DDoSMamba
5 AR BE 2 S JEAT R b, 25 R WK 4.

%4 DDoSKENHLER

Jrik Accuracy FIfE ZHE/KB R /ms
Transformer 0.974 3 09285  98.3372 0.4852
BIiLSTM 0.9277 0.8724 853547 0.528 7
TCN 0.991 4 09467 68.7442 0.3573
CNN 0.824 5 08091 17.9577 0.284 4
DNN 0.763 3 0.7487  8.4953 0.1854
DDoSMamba 0.997 1 09965 49744 0.123 2

FEAH [FRFAE TR 264, DDoSMamba f5 !
e P L o R RR LSS, HAE R 5 F1E)
T AR, HSZELT 0.123 2 ms (148 FE R
F14.974 4 KB (& =% & . DDoSMamba % %!
MBS ARSI (SSMD 17 51l A5
ML, £ 24058 Ak Transformer £ K741 T (133 = )
i B 16 7 B2 TCN [8] 58 52 B 3 301 195 2 136 I o
TEE R . [FE, g a s A B AR
Gk R B, RS R R O(L2) 2 O(L)
FIEE T Transformer [ IR THERZ, Z4E KiE
PR . fETHSE LM Z T, DDoSMamba f52Y 3K F
CUDA W% Rl & AR S BUE],  AEHE 8 7E (R e
G JRE FE ) [R B A i T IE S .
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343 RASAMH KT E

PP A S H ) DDoSMamba 77 ¥2: ) 43 25
YeRe, BHS5IA Z M EATR 0 SEL, S
SE R 5. T S 7E CIC-DD0oS2019 ¥4
£ BT, FERHECHE AT AR R I TIAL BE R
DA PR S8 2% A ) — B 5 A4

®5 ANEFHETEIENR

ik 4K Flf/ms  ZEE/KB  Accuracy

SCHR[13] 4 0.179 2 4.8325 0.995 0
SCHR[16] 2 0.953 2 105.330 4 0.998 2
CHR[21] 2 0.535 4 75.658 2 0.987 6
SCHR[22] 2 0.4237 56.326 7 0.986 2
SCHR[23] 12 0.723 2 63.3242 0.9232
SCR[24] 2 0.195 2 49528 0.9950
SCHR[25] 2 0.1526 22353 0.955 8
SCHR[26] 2 0.8227 1.054 0 0.996 8
SCHR[27] 12 0.455 2 12.8304 0.995 0
DDoSMamba 2 0.062 4 3.875 4 0.999 6
12 0.0672 45538 0.999 3

X 5320, DDoSMamba ¥ i i il & Vi 2
S B HREAE 5 0, R ) AN R A IR SR T X 2 R
FRAERI 288, £ = RS H, #EMFEIL
99.96%, HCHR[16] /71552 T0.14%; 1273 HKA4E5%
AL 99.93%, LT HARBAL, ARG,
52k, BN E K% 3.875 4 KB,
1N RNNHAE (1) 7.2%, A 20 BRAR 7 1H 55 258
I #E . SCHR[26]H i FP-Growth 25 4% $ B 7 15
BN 1.054 KB, {HRFEGZ JENLS], FER
711 0.822 7 ms; DDoSMamba £ 74 38 i X B 48
FAPRLTH Rt B B, 7E o RAT 45 R R
B %2 0.062 4 ms, 12 730 KAF 55 BFERS B2
0.067 2 ms. SZEGUFHT, DDoSMamba 157 1) X B
B DDoS KU il 73 277 i E AU = TR s
AESERR R I TR WA, A
HEREGRE SN ASE RERN, RAHER
R

3.5 HFEhsCIY

DNBAFARFREAL 2% (8] 43 X ] Mamba
£ DDoSMamba #5274 i (A 250, it 1 4 P
RIZEH, JF4E CIC-DD0S2019 3¢ ¥4 F ik iT % 4
P R LE RS . Y ALSEIG S R IR 6, SLIG 4G
FW, ¢ DDoSMamba 2544 (RIXU "] Mamba-+H
FRIEAL+25 [ R 73D 7E1X 4.553 8 KB S 4 & 11
LR, SEILT 99.93% (RS 5 0.087 2 ms A
TFER o X ) Mamba i i XA IR A5 45 4 18 58 1 I
FPRFAESREUEE /7, L5 7] Mamba £ 2082 T+ T 433
PEfE. TEURERAN b, 51 NARFRIT LR 2 [F) &l 4
BE—D KIRPER T S8R . AL 45 RAE T
ASCHTR A & AR R M R 4 i
H B TH A

#*6 HESIIEER

[Py | Accuracy  #Eff/ms  BH(E/KB
H1]A) Mamba 09775 0.0522 3.556 4
1|l Mamba 0.9953 0.1327 17.877 5
XX 1] Mamba-HK kT 0.997 5 0.127 3 8.974 6
R[] Mamba-+745 8] £ 73 0.997 4 0.096 2 13.650 7
W] Mamba+HEFR T {Lh+
el 0.999 3 0.087 2 4.553 8
%5y
4 ZERIE

BF X% ILA DDoS B h I 73 FEAE Y b A7 AE 1
], ASCHR T T R R AR T AR
Bt DDoS Briarill 73 28 75 1% . I R AL U7 5 il
GBS DAL AE B, N2 YRR R
&, MM SR E R 7 R AE % . 7£ DDoS Bt
Rl 73 28075, IR I BOR ] Tsallis 95 F1 ) 25
) {E 7 R PR R Ik tH B R, R IE k2 DDoS
Brak 73 RFEt . SR B 73 2RI, AR T
DDoSMamba #4, % Y /£ Mamba ) 54l |,
FIANX A G, Il B SR AG, FERFE =
RS FER RIS, 98 1 TH SR BE AT I 2% AU AE . 7
CIC-DDoS2019 ¥ % by seie 45 RE W], A3
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