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Abstract: With the evolution of 6G network architecture toward a distributed autonomous paradigm, traditional cen-
tralized security mechanisms face significant challenges, such as boundary dissolution, susceptibility to identity forg-
ery and data leakage. In response, a distributed secure and trustworthy mesh (DSTM) system was proposed. By con-
structing logical security boundaries and implementing dynamic security policies, the DSTM enables multi-level iden-
tity authentication, end-to-end secure connectivity, security isolation, and dynamic enforcement of security policies
among distributed subnets. The DSTM can be deeply integrated with the 6G distributed architecture, providing valu-
able insights for the design of future 6G network security systems.
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