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Research on SRv6 network traffic anomaly detection
based on ResNet18

Qi Huang, Wang Shuofan, Tian Dongyang, Wang Kai
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Abstract: With the widespread deployment of segment routing over IPv6 (SRv6) in next-generation networks, its pro-
grammability and flexibility have significantly improved network performance, but have also brought new security
challenges. Traditional methods based on feature rules or thresholds often perform poorly when dealing with complex
and diverse attack traffic, especially struggling to identify anomalous behavior targeting the SRH (segment routing
header). Therefore, how to achieve efficient and accurate anomaly traffic detection in the SRv6 environment has be-
come an urgent problem to be solved. To this end, a deep learning-based method for anomaly detection of SRv6 net-
work traffic was proposed. A three-layer mapping mechanism of "anomaly type-observable features-detection index"

was constructed to systematically characterize the perceptible features of the unique abnormal behavior of the SRv6
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protocol. A traffic image representation method for SRv6 scenarios was proposed, and adaptive extraction of high-

dimensional features was achieved by combining residual networks. In the absence of publicly available SRv6

anomaly datasets, a feature extension mechanism based on protocol specifications and threat models was designed to

construct a verification experimental framework for SRv6 scenarios. In SRv6 scenarios, a scalable technical path for

security protection of programmable networks was provided. Experimental results show that the proposed method out-

performs traditional machine learning algorithms and some mainstream deep learning models in terms of accuracy, re-

call, and F1-score, and can effectively identify multiple types of attack traffic.

Key words: SRv6, deep learning, anomaly detection, abnormal flow, ResNet18
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