- MREF%

GhostMamba-SAN: —fhE5%1a) DDoS I E4ali=HY

Az, BEF', BEh', RIK?, BXRE, Rt
(1. #PE T RFHFEAAFEEAKFR, T i 310018;
2. WL BRI LR K FIR S L FR, T A 322100;
3. FTTBERFAIFGS AaFR, T wMN 213000;
4, WL I KFHFR, T M 310018)

W OE: AT NS (SDND M5 DDoS B it A & 2 . B SUAE BRI FIAS 2 LR A il 485 B
K B 5 R AR 1) A, et T — PR AR R E B S IR R TR R A A AR R o iRy Sk
T B0 (19 Mamba I 26 6] 30807 7 A AT IR FE AR, DS U IE R IR A 5 R SefE s Hk, R
F Ghost B R AR T MG AR G5, 7 AR FRFFRAE RO B8 70 10 [F) B 5 R0k > B S 8 3 T U s B
I R LI 2 R G R HEAT IR, DR OSBRI OB B SIS R, Frikil
FERTE CICDD0S2019 £ 45 F528l T 99.56% WIS M HERT R, T MR 021 ms, FIE ER %,
IeAh, TEZAAFHARE LIRSS Rt —DUE R, 2R EH RAFIIZ AR

KR e UM DDoS Bkl IRFES ] HEERE U] W24

hE 4SS TP393; TMII

XHMRERD: A

doi: 10.11959/j.issn.1000-0801.DXKX250676

GhostMamba-SAN: an efficient DDoS attack detection model

Bao Xiaoanl, Yang Fenghaol, Fan Yunlongl, Tu Xiaomeiz, Hu Tianbin’ , Wu Biao*

1. School of Computer Science and Technology, Zhejiang Sci-Tech University, Hangzhou 310018, China
2. School of Urban and Rural Construction, Zhejiang Guangsha Vocational and Technical University of Construction,
Dongyang 322100, China
3. School of Artificial Intelligence and Automation, Hohai University, Changzhou 213000, China
4. School of Science, Zhejiang Sci-Tech University, Hangzhou 310018, China

Abstract: To address the challenges of complex traffic characteristics, insufficient utilization of packet-level semantic
information, and the trade-off between detection accuracy and efficiency in software-defined networking (SDN) envi-
ronments, a hybrid detection model that integrates payload information and flow-level statistical features was pro-

posed. Specifically, an improved Mamba network was employed to perform deep modeling of payload sequences, en-

W EER: 2025-11-24; 1ZEIBHA: 2025-12-16

BIE1EE: 2%, biaowuzg@zstu.edu.cn

EEWHE: WTEEAFIFRIIH (No.2020C03094); HHLEFF/TIHH (No.Y202250706, No.Y202147659)

Foundation Items: Zhejiang Provincial Key Research and Development Program (No. 2020C03094), Projects of Zhejiang Provincial
Department of Education (No.Y202250706, No.Y202147659)



- 131-

BERNE 2026 FE5HA

abling the extraction of temporal dependencies and contextual semantics within packet-level features. Meanwhile, the

conventional convolutional structure was replaced with Ghost convolution to effectively reduce the number of param-

eters and computational cost while maintaining strong feature representation capability. Finally, a self-attention

mechanism was introduced to adaptively weight and fuse multi-dimensional features, which enhanced the representa-

tion of critical attack patterns and suppresses irrelevant information. Experimental results demonstrate that the pro-

posed model achieves a detection accuracy of 99.56% on the CICDD0S2019 dataset with an average detection latency

of only 0.21 ms, outperforming existing mainstream methods. Moreover, validation on multiple public datasets further

confirms the strong generalization capability of the proposed model.

Key words: software defined network, DDoS attack detection, deep learning, self-attention mechanism, network

security
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