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Abstract: With the evolution of 6G networks, malicious network behaviors are characterized by long-term lurking
and persistent penetration. Accordingly, network behavior security analysis faces challenges such as parallel multi-
path activities, fragmented evidence, and stealthy behaviors. To address the behavioral security protection require-
ments in 6G networks, a “three-layer, three-domain” multi-agent collaborative network architecture was proposed.
This architecture was divided into three layers: the perception layer, the orchestration layer, and the execution layer.
By leveraging cross-domain collaboration among the intelligence domain, knowledge domain, and tool domain, the
implementation of network behavioral security analysis was supported. On this basis, a domain communication proto-

col for the interaction between agents and both the knowledge domain and the tool domain was specified. Together
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with the A2A protocol, a standardized workflow for multi-agent collaborative network behavioral security analysis

was established. Finally, using the attack chain construction task under an advanced persistent threat (APT) attack sce-

nario as an instance of network behavioral analysis, the effectiveness of the proposed architecture in supporting net-

work behavioral security analysis in 6G agent networks was validated based on the Clearscope-e3 and Clearscope-e5

datasets.
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